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09:00-17:00 Peructpauus y4actHukoB
10:00-11:30 OTKpblBatoLLasn nneHapHas ceccus
3an Amgpumeamp The road to cyber resilience — a walk together?

MyTb Kk rmo6anbHo KNB6EePyCTONUMBOCTH: TONBKO BMECTE?

BcemupHasi cemb — npocmpaHcmeo, 8 KOMopPoM yxxe celqac xusem 6orniee 4 munnuapdos Yesioeex.
Mbi ghbopmupyem mam c8or0 yughposyo IUYHOCMb, cogepwiaem Oelicmeusi, Komopble paHee Obiu
B803MOXHbI MOJILKO 8 peaslbHOM Mupe, XpaHuM U exedHesHO rnepedaem KosioccasibHble 00beMbl
OaHHbIX. [ns Ho8bIX MoKoseHUl Kubepmup CmMaHo8UMCS OCHOBHbLIM MpPOCMpaHCmeom Orisi
83aumodelicmeusi. OH bbicmpee, MoJIoH UHopMayuu U omkpbieaem beckpaliHue 803MOXXHOCMU Orsi
passumusi. [lpu 3mom OH O4eHb XPYroK — cmpameauu 3auumsbl peasrbHo20 Mupa CKiadbleanuch
mbicsdenniemusiMu, a 30eCb Mbl MOJIbKO HayuHaeM Ux ¢hopmuposamb. Uy Hac Hem Ha 3mo
mbicsayenemud. Kak 3awumume HO8bIU Audxuman-mup om yugposbix yepo3? 3mo 3adava Ons
Kaxdoe2o eocydapcmea rno omdenbHocmu unu obuwjuli ebi3o8 Onsi ece2o mupa? Kakol nodxod
8blbpamb?

MogepaTop ceccum:
Mwuwa CneHHwn, XypHanuct-paccnegosaTtenb, BEAYLLMUA SKCNepT No KnbepnpectynHocTu
Cnukepsbl:

KoHcTtaHTMH HockoB, MMHUCTDP LndpOBOro pasBntusi, CBA3M 1 MaccoBbIX KOMMYHUKauuii Poccuiickomn
depepaumm

XaHc-Bunbrensm [oHH, MNpesnaeHT, CoseT no knbepbesonacHocTu (MepmaHns)
HOpreHn Ctopb6ek, [AnpekTop (1999-2004), Europol

BnagucnaB OHuweHko, PykoBoauTtenb, AHanutudeckuin LeHTp npu [NpaButensctBe Poccuiickon
depepaumm

Owmep PaTtnx CasH, 3amecTutens MMHUCTPa TpaHcnopTa v nHdpacTpykTypbl Typeukon Pecnybnvkn

11:30-12:00 MepepbiB
12:00-13:00 MaHenbHas guckyccns
lpecc-3an Cybersecurity strategies: public services

Crtpaternm knbepbesonacHOCTU: HaumnoHanbHas 6e30nacHoOCTb

KubeprnpecmynHocmpb — o0Ha u3 Hauboriee cepbe3HbiX yepo3 Hawezo eeka. Pewwums amy npobnemy
Ha yposHe omaesibHbIX CMpaH He Moy4Yumcsi; 2eoepaghuyecku pacripedesieHHbIe epynnuposKu rnopou
pacrionazaromcsi Ha pasHbiX KOHMUHeHmax u mnodnadaom o0 pUCOUKUUK uernoeo psida
eocydapcme. Pa3Hbili ypo8eHb MEXHOM02UYECKO20 paseumusi, 3pesocmu rnpasogol ba3sbl 8 amol
obrnacmu u eeononumuyeckass mypOyrieHMHOCMb OCHIOXHSIIOM npouecc e3aumodelicmeusi U
ycnewHol 6opbbbi ¢ kubepepynnuposkamu. Moxem nu Mbi usMeHUmMb cumyauuro? Yinu npecmynHuKu
mak u 6ydym Ha wae snepedu?

MopepaTop ceccuu:

Anpgpeit Be3pykoB, Mpe3ngeHT, Accoumaums aKkcnopTa TEXHONOMMYECKOro CyBEpeHUTETa
Cnukepbl:

Kpeur xoHc, [lnpekTop no paccrnenoBaHuio kubepnpectynnexdun, INTERPOL

Anb6epTo 3pHaHgec MopeHo, CEO, HaumoHaneHbIn MHCTUTYT knbepbesonacHocTu (Vicnanus),

JleoHnp JleBuH, lMpencepatene komuteTa [ocygapcTBeHHon aymbl Poccuiickon ®Pepepaumm no
WH(OPMAaLMOHHOM MONUTKKE, UHCOPMALIMOHHBIM TEXHOIOTUSIM U CBSA3M

Muxaun FanbnepwH, YnonHomodeHHbin Poccuickon ®enepauum npyu EBponenckomM cyae no npasam
YyerioBeka, 3aMecTuTeNnb MMHUCTPa tocTuummn Poccuinckon ®egepavumm

DxynuaH Boxe, 3amectutens pykoBooutens nonutukM M aHanm3a, Munich Security Conference
Foundation
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12:00-13:00 MaHenbHas anckyceus
3an Amgpumeamp Cybersecurity strategies: financial industry
Crpaternm knbepbesonacHocTu: hMHaHcoBasi oTpacrb
baHku, nmamexHble cucmeMbl, KpeQumHbie y4YpexOeHusi, OeHexHble cpedcmea — 6ce 5mo

cocmasrisiem KpO8EeHOCHYH0 cUCmeMy 3KOHOMUKU, 0b6ecrequsarouyro Xu3HedesmenbHOCMb MUPO8020
coobuwecmsa. HapyweHue pabomsi xomsi 6b1 00HO20 38eHa eriedem 3a coboli cboli eceli cucmembl,
noasmomy 6e3onacHocmb (bUHaAHCOBOU OMpac/AuU S6/5emcs KpUMUYeCKU B8axHbIM ¢haKmopom.
Yyumsigasi ernobanbHy0 yughposusayuro, 8orpoc KubepbesonacHocmu u 30echb 8bIxodum Ha nepebit
nnaH, a MoebileHHOe B8HUMaHUe CO CMOPOHbl MOWEHHUKO8 3HadumersibHO ysesiudusaem pucku
rnomepsb. Kak npagurbHO nocmpoums cmpameauto be3onacHocmu 8 huHaHCo8bIX opeaHusayusx? Kak
coemMecmHo oepadume ompacsib om rpobnemM U yMeHbWUMmb PUCKU KrueHmos? Moxem nu Mbl
npedckazamb 6ydyujue yeposbl U yxe celldac Ha4amb ebicmpausamse 3auumy?

MogepaTop ceccuu:
Cranucnas Ky3HeuoB, 3amectutens npeaceaartens npasneHus, CoepbaHk

Cnivkepsi:
CyHun Cewapgpm, CtapLunii BULe-NpesnaeHT 1 AMPeKTop no nHpopmaumoHHon 6esonacHocTy, Visa
Ceoprun JlyHTtoBCckUn, MNMpe3ngeHT, Accoumaumns 6aHkoB Poccun

Muxaun AnekceeB, Npeacenatens npasnenuns, KOHMKpeanT BaHk
Danunana Xnxuy, Oupektop no 6e3onacHocTy 1 3awmTe AaHHbIX, Eurobank

12:00-13:00 MaHenbHas guckyccns
3an 2 Cybersecurity strategies: critical infrastructure
Crpaternm knbepbesonacHocTu: Kputudeckasa nHppacTpykrypa

Cez00Hs kubepamaku mo2ym HaHecmu eopa3do 6oree cepbesHbili yuepb, yem dhusudeckue
Oelicmeusi, MpupPOOHbIe U MeXHO2eHHbIe kKamacmpodbl. [Toamomy kubepbesonacHocmb Kpumuyeckol
UHGbpacmpykmypbl 8bixoOum Ha nepedHull MnaH. ycriewHass amaka Ha ee OObeKkmbl Moxem
rowamsymbs 3KOHOMUYECKY0 cmabuslbHoCmb 8 CmpaHe U 3aMemHO yXyOwumb ypO8eHb XU3HU
HaceneHus. Kak 3aujumumscsi om nodobHbix cumyauyul? Ymo domkHo denlame eocydapcmeo, a 4mo
- KomrnaHuu? W KaKyr nonb3y Moxem rpuHecmu Mex0yHapoOHoe compydHu4ecmeo 8 3mol
obnacmu?

MogepaTop ceccum:
EBrenunn KosHup, NeHepaneHbin ampektop, AHO «Ludposas akoHOMMKa»

Cnukepbl:
Kced Anb YnsH, Buue-npe3angeHT no nHdopmaumoHHbIM TexHonornsam, Saudi Aramco

AHgpen MBawko, [upektop, HaunoHanbHbIi KOOPAMHAUMOHHBIA LEHTP MO KOMMbHTEPHBLIM
WHUMOeHTam

Uropsb JlanyHoB, Bue-npe3naeHT no nigopmaumoHHon 6esonacHocTn, Poctenekom

Jlotap PeHHep, Ynpasnswowuin anpektop no kubepbesonacHoctu B EBpone, Adpuke 1 Ha BrivvkHem
BocTtoke, Cisco

Uropb MunaweBckum, eHepanbHbii gupekTtop, NMOHACC

12:00-13:00 MaHenbHas guckyceus
3an 3 Cybersecurity strategies: disruptive technologies
Crtpaternm knbepbe3onacHOCTH: NPOpPbLIBHbIE TEXHOMOMK

KubepnpecmynHocmb, Kak U MmexHOmo2u4eckul rpozpecc, He cmoum Ha mecme. MoweHHUKu
eXe0HEeB8HO Haxo0sim 8ce HoBble ysi38UMOCMU, OMMavusaom HaeblKu 83/10Ma U coyuasrbHoU
UHXeHepuu, paspabamsigatom epedoHocHoe 10 0ns NPOHUKHOBEHUSI daxe 8 camble 3aujUulieHHbIe
cucmembl. Bce amo co3daem Kpumudeckue pucku Onsi MHO2UX opa2aHu3ayull u cmumymnupyem K
c030aHul0 HoBbIx Memodos8 3awumsbl. CMoxeM nu Mbl 002Hamb NPecmynHUKo8 u obecriequms
enobarnbHyro kubepsawumy?

MopepaTop ceccum:
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Cepren NnyroTtapeHko, [lnpekTop, Poccuitckas accoumaumsa anekTPOHHBIX KOMMYHUKaLUIA

Cnivkepsl:

DaHa Takkap, Buue-npesvgeHT no AsmaTtcko- TMxookeaHCKOMY pervoHy, brivkHemy BocToky wu
Adbpuke, Trend Micro

Omutpuin Camapues, CEO, BI.ZONE
Ily Yy Kuonr, 3amectutens anpekrtopa, LieHTp no nHHosaumsam, YHusepcutetr Manaiiv

AnekcaHap XaHuH, eHepanbHbIi gupekTop, VisionLabs
Oxopmku PaTy, Oupektop, IBM Security Systems B EBpone

12:00-13:00 MaHenbHasa anckyccus
3an 1l Cybersecurity strategies: telecommunications
Crtpaternm knbepbe3onacHOCTH: TENEKOMMYHMKaLUN

TerieKoOMMYyHUKaUUOHHasi ompacsib Hepa3pbiBHO cesi3aHa C passumuemM uHmepHema. Obecriedus
€8513bt0 HacesieHue rniiaHembl, ornepamopsb| c8s3u cOesanu 803MOXHbLIM MeHOBEHHbLIU KOHMAaKMm Mexoy
JII00bMU 8 pa3HbiX Yacmsix ceema, OmMKpbIu bezzpaHuydHbIe pecypcbl BcemupHoU cemu, 20e MOXHO 8
cyumaHble MUHymbl Halmu fpakmuyecku mnobble OaHHble. [TocmosiHHoe paseumue 3mol cgepbl
rnoseonsiem delicmeogams ece bbicmpee, obecrieyugsaem ece 60rbLWe 803MOXHOCMEU — 8 MOM Yucrie
KubepnpecmynHukam. CriocobHbI iU Mbl 3aWumums fnosb3oeamernel, He 3amedrsis memra 380M1uuU
mexHornoaul?

MogepaTop ceccum:
Bopuc Nna3skoB, Buue-npesngeHT no cTpaternyeckum nHuupuatusam, Poctenekom
Cnukepsbl:

AnnaH__Canum KabaHnoHur, [naBa penaptameHTa knubep6Ges3onacHOCTM W COMYTCTBYHOLUMX
TexHonorni, MMHUCTEPCTBO MHPOPMALIMOHHbBIX TEXHOSOMMI M KOMMYHUKauuii Pecnybnvkm GunmnnuHbl

XaknuH KepHo, MNMapTtHep B cdepe knbepbesonacHocTn, Ernst & Young
Morew Manwuk, TexHuyeckuin ampektop, VEON
Banepwi LLlopxuH, YneH npaeneHnsi, Bule-nNpe3ngeHT no umdpoBbiM 6usHec-pewweHmam, MTC

13:00-14:30 MepepbiB

13:15-14:15 3aKpbITbIN KPYrAbIA CTON

HUHeecmuyuoHHas npuenekamesibHoOCMb cy6bekmoe P® e obnacmu uHgOpPMayUOHHbLIX
mexHonozauli u kubepb6esonacHocmu

14:30-16:00 3aKpbITbIN KPYrAbIA CTON

PaccnedoeaHue kubeprnipecmynneHuil. Bzaumodeiicmeue npasooxpaHumesbHbIX Op2aHoe8 U
6usHeca. MexdyHapodHoe compyOHuU4ecmeo

14:30-18:00 TemaTtunyeckasa cekumns OOKNagoB Mo HanpaBieHUo
3an 3 Legal environment
MpaBoBLIe acnekTbl knbepbesonacHoOCTH

Ha cexkyuu 6ydym obcyxdambcs npasosbie acrekmbsl KubepbeszornacHOCmu, a makxe 60rnpochl
mexOdyHapoOHOo20  compydHuUdecmea 8  yensax  3akoHoO0amesnbHOo20  rnpomugodelicmeust
KubepripecmynHocmu.
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14:30-15:00 TemaTnyeckas ceccus
3an 3 Attributing cyberattacks
ATpunbyuuns knbeparak

Ampubyyus amak — ¢yHOameHm Kubepbe3onacHocmu, om M[POYHOCMU KOMOpPo20o 3asucum
6esonacHocmb 2ocydapcmea. HauuHasi ¢ 2013 2o0a psd nipasumerniscme u KomrnaHuli doburnuck
3Ha4uUmMesibHbIX yCrexo8 6 yCmaHOB/IeHUU UCMOYHUKO8 KOMIMbIOMEPHBIX 6MmopxeHul, co3das
npeyedeHmbl, KOmMopbie UMeslu KOHKpemHble rpagosblie rnociedcmaus, Harnpumep, 8 cmpaxogol
ompacsu. [losenaomcsi Ho8ble HOPMbI U MNPaKMuUKUu — O Moc/ie0HUX meHAeHyusix 8 ampubyyuu
kubepamak pacckaxem npogheccop Tomac Pud.

Cnivkep:

Tomac Pug, MNMpodpeccop, MHCTUTYT HOBENLLNX MEXAYHaPOAHbIX nccnegosaHum, YHueepeuteT [hxoHca
XonkuHca

15:15-15:45 TemaTtnyeckas ceccus
3an 3 Legislating a borderless, ungoverned virtual world —is it possible?
[MpaBoBoe perynupoBaHue B 6€3rpaHMYHOM M HEYNpaBnaeMoM BUPTYaribHOM MUPE: pearbHO Nn 3107

«[0e mexOyHapoOHble 3akOHblI o0 KubepbeszonacHocmu?» OOHU eocydapcmea npednazaom
3akmodampb 002080pbl, 0bsi3ameribHble Ha MexOyHapoOHOM yposHe, Opyeaue npodsuzaom
peauoHarbHble KOHBEHUUU; pasHble ¢hopMbl napmHepcmea 803HUKaom Mex0y eocydapcmeoMm u
busHecoM. TemM He MeHee ypogeHb ydacmusi 8 MexXO0yHapOOHOM rpasomeopyecmese o sornpocam
KubepbesonacHocmu ocmaemcs HU3KuM. [loxoxe, Mupogoe coobwecmeo He MoAyHusno MmMosT4oK
makol curnbl, 4mobbl crnnomumscsi 011 npomueodelicmeusi peasibHoU U KpalHe cepbe3HoU
onacHocmu KubepkoHgriukma. Ymobbi npulmu Kk coznaweHuto rno kubepbesonacHocmu, y Hac
ocmaemcsi 6ce MeHbUIE 8PEMEHU.

Cnukep:
[per Paga, CEO, CREST Australia & New Zealand

16:00-16:30 TemaTtunyeckas ceccus
3an 3 Can malicious actors be held accountable for lllegal acts in cyberspace?
MOoXHO N1 NprBMeYb K OTBETCTBEHHOCTMW 3@ HE3AKOHHbIE AENCTBUSA B MHTEPHET-NPOCTPAHCTBE?

lpednonoxum, 4mo eocydapcmea coenacHbl C fpasuriamu UCrob308aHUsi Kubepopyxus —
Harpumep, He amakosamb KPUMUYECKU BaXHYK UHpacmpykmypy 6 MupHoe epems. Ymo
npoucxodum, ko2da 2ocydapcmeo Hapywaem O0HO U3 3mux rfpaeusi, — MOXHO /U onpedennums 6
3amoMm criydae omeemcmeeHHoe nuyo? Mcrons3yembie U obcyxdaemble npasornpuMeHUmesibHbie
MemoObl  eKkfroYaom  OunyioMamuyeckue 3asiefieHusi U yeposbl, 3KOHOMUYECKUE CaHKUUU,
068UHUMENbHBIE  3aK/MIOYEHUs,  MybnuyHble YrpeKku, COBMeCmHble paccriedosaHusi, 0ma3ble
durnsiomamos, a makxe 60€HHble U UHGOPMaUUOHHbIE KOHMPMEPbLI. Takue memoObl MpUHOCSM
He3HavyumerbHble pe3yrnbmambl U K MOMy Xe oka3sbigarom decmabunusupyrowul aghgpekm. bproc
MakkoHHenn onuwem O00UH U3 803MOXHbIX PEXUMO8 KOHMPOJIS, KOMOPbIU Mo380UM M08bICUMb
6e3onacHocmb U ynpo4ums cmabunbHocms 6 KubeprpocmpaHcmee.

Cnukep:
Bproc MakkoHHenn, icnonHuteneHbii Buue-npesmaeHT, MHeTuTtyT «BocTtok — 3anag»

16:45-17:15 TemaTtunyeckas ceccus
3an 3 Ensuring cybersecurity of critical infrastructure
ObecneyeHne knbepbe3onacHOCTN KPUTUHECKM BaXKHBIX OOEKTOB MHPaCTPYKTYpbI

Paghaans MamaH npoaHanu3upyem ucmopuro KubepegolH, nocnedHue pa3pabomku e obnacmu
6e30rMacHOCMU KpUMUYECKU 8aXHbIX 06bEKMO8 UHhpacmpyKkmypbl, @ Makxe OCHOBHbIE pobremsl
Ha nymu k obecrieyeHuro Hadrnexawje2o ypoeHs UX 3aujumbl — «U3BECMHbIE HEU38eCMHbIE»
6e3onacHocmu onepayuoHHbIX MexHono2udl.

Cnivkep:
Padhaanb MamaH, MaptHep no knbepbesonacHoctu 1 undpoBbiM cTpateruam, PwC
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14:30-18:00 TemaTtnyeckas cekums AOoKNaaoB Nno HanpaBeHWo
lpecc-3an Capacity building
Pa3BuTne kubepnorteHumana

Ha cekuyuu 6ydym obcyx0ambcsi 80MpOChHI M08bILIEHUSI KOMIemeHmMHocmu creyuanucmos u
HapawueaHusi eanobanbHO20 nomeHyuana 6 obrnacmu kubepbe3zornacHocmu, a makxe nymu
yKpenneHus mex0yHapoOHOo20 compydHudecmea 6 OQaHHOU chepe 8 Uensx ycuseHus
npomueodelicmeausi KubeprpecmyrnHocmu.

14:30-15:00 TemaTnyeckas ceccus
lpecc-3an Cybersecurity education in the nuclear and energy sector
O6yueHne knbepbesonacHOCTM B cchepe aTOMHOM 1 INEKTPOIHEPTETUKN

lsudo ywke pacckaxxem o6 obpasosameribHbIX UHUYUamugax o KubepbesonacHocmu 8 cghepe
A0epHOl U 3/1eKMPO3HEP2eMUKU, O MeXOyHapoOHbIX mpeHuHeax U  Opyeux  opmax
npogheccuoHanbHo20 pa3sumusi 8 amol obnacmu. Takxe e doknade 6ydem 3ampoHym 80rpoc
0 808r1eYeHUU NPOoghuribHbIX rperodasamerel 8 3Hep2emMuUYecKull Cekxmop.

Cnivkep:
Bngo Mywke, Adupektop NHCcTUTyTa 6e3onacHoctn, BpaHaeHbyprekuin yHMBepCUTET MpuKnagHbiX
HayK

15:15-15:45 TemaTnyeckasa ceccus

lpecc-3an Building a global cyber ecosystem: the role of the academia

MocTpoeHmre rnobansbHON KNGEPIKOCUCTEMBI: POSlb HAYKK

BonbwuHcmeo  akcriepmos  cyumatom, 4mo  Ons co30aHuss  300posol  IKOcUCMmeEMbI
KubepbesornacHocmu epeocmerneHHoe 3Ha4deHue umeem CriaxeHHoe e3aumodelicmeue Mexoy
busHecoM, HayKol U BOEHHbIMU, a makxe rnoddepxKka cmapmariog U Hanudue uHeecmopos. Kosan
Enosuyu nodpobHo pacckaxem o ekniade HayKu 8 pa3gumue makux 3KOCUCmeM, rpousiIrocmpuposas
me3uchi npuMepamu U3 npakmuku.

Cnukep:

lOBan EnoBuun, [Oupektop Jlabopatopum TeneKkOMMYHWUKALMOHHBLIX WHHOBALMR, npodeccop
hakynbTeTa NPOEKTUPOBaHNSA MHPOPMALIMOHHBIX cUCTEM, YHuBepcuTeT umenn Jasmaa beH-IN'yproHa

16:00-16:30 Tematunyeckasa ceccud
lpecc-3an Islands of freedom: how universities become growth points of cybersecurity capacity
OctpoBa cBo60AbI: KaK YHVBEPCUTETbI CTAHOBATCS TOMKaMU pocTa KnbeprnoTeHumana

KubepbesonacHocmb npedbssrisiem rnosbieHHbie mpebogaHusi K mexHu4eckoul apyduyuu u enybuHe
0CB0EHUST pa3/iu4HbIX obriacmel npukiadHoU MamemMamuKu U UHGbOpMaUUOHHbIX mexHosoeaul. B mo
)Xe 8peMsi ama cghepa KpUMUHaNIU3UposaHa, Ymo 3Ha4umesibHO OCIIOXHSIEM HOBUYKaM rolyqeHue
MHO2UX Mpakmu4eckux Haebikos. Onbim hakynbmema 8blMUCIUMENbHOU MameMamuku U
kubepHemuku MIY umeHu M. B. JlomoHocosa u ¢hakynbmema KoMmrbiomepHbix Hayk HUY BLIO
rokasbleaem, Kak codvemaHue akademuyeckol c8ob00bi, HayKu, obpa3ogaHusi u busHeca ro3eonsem
8epmukaribHO U 20pU30HMarbHO Macwmabuposams Kadposbil nomeHyuas 8 daHHoU obnacmu.

Cnukep:

OeHunc amatoHoOB, 3aBenylolLmin nabopaTtopuent MHTENnNeKTyanbHbIX CUCcTEM kmbepbesonacHocCTw,
kadeopa uWHpopmaLumoHHo 6e3onacHOCTU  hakynbTeTa  BbIMUCIUTENBHOW  MareMaTuku U1
knbepHetukun, MI'Y nm. M. B. JlomoHocoBa
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16:45-18:00 MaHenbHas anckyceus

lpecc-3an P2P transfers —where is security?
P2P-nepeBoabl: rae 6e3onacHoCTb?
MopepaTop ceccuu:
ApTtem KanawHukoB, HavanbHuk, PuHLUEPT

Cnivkepsi:

Buktopus HukutuHa, HavanbHuK oOTAena HOPMATMBHOIO perynmpoBaHns WHGOpPMaLUOHHOMN
6esonacHocTn, BaHk Poccum

ApTtem CynapeHko, 3amectuTtenb HavanbHuka, PuHLIEPT

AnHa TlonbawitenH, PykoBoauTenb LeHTpa NPOrpaMMHbIX pelleHun, HauuoHanbHas cuctema
nnaTexHbIX kKapT

Omuntpun Magapb, Buue-npesngeHT — gupekTop aenaptameHTa MHAOPMaLMOHHOM Ge3onacHocTy,
TuHbkobd BaHk

14:30-18:00 TemaTtnyeckas cekums AOKNaaoB Mo HanpaBIieHWo
3an 2 Threat intelligence
Mayyasn knbepnpecTynHMKOB

Ha cekyuu 6ydym obcyxdambcsi akmyarnbHble Yugposbie y2posbl U KtYeable 2r106arbHbie 8b1308bl
KubepbesonacHocmu, a makxe pekomeHOayuu Mo rnoebilueHur obuweeo yposHsi ycmoudueocmu K
npecmynneHusiM 8 amou obnacmu.

14:30-15:00 TemaTtunyeckas ceccus
3an 2 Customer is not always right
KnuneHT He Bcerga npas

Eezenuti BorowuH pacckaxxem 06 agomoyuu Kubepamak, cmeuw,eHUU ¢hoKyca 3/10yMbILUNTEHHUKO8 CO
CIIOXHbIX MEXHO/I02UYECKUX CUEHapues8 Ha CoUUOmMexXHUYecKUe, a maKkxXe O KayecmeeHHOM
u3MeHeHuU 8 nodxodax K coyuasibHoU UHXeHepUU.

Cnukep:
EBreHnvn BonowwuH, [lupektop 6rnoka akcnepTHbIX cepencos, Bl.ZONE

15:15-15:45 Tematunyeckasa ceccud
3an 2 Evolution of targeted attacks on the financial sector
PasBuTue LeneHanpaBreHHbIX aTak Ha OMHAHCOBbIV CEKTOP
Joknad Ha ocHoge paccriedosaHusi amak Kubepepyrnnupoeku Lazarus.
Cnukep:
Omutpun BonkoB, TexHNYeCKnin OAMpeKTop u coocHoBaTtenb, Group-1B

16:00-16:30 TemaTtunyeckas ceccus
3an 2 Advanced threat trends
TeHOeHUMN pa3BuTKSA NPOABUHYTLIX KNGepyrpos
Cnukep:
Tumyp BusdyeB, PykoBoantens ynpaBneHus nccneqoBaHuns yrpos, «flabopatopus Kacnepckoro»
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16:45-17:15 TemaTtunyeckas ceccus
3an 2 An incident. How to bounce high?
MHumpeHT. Kak BbICOKO nognpbirmeaTte?

Obuwee yucrio UHUUOEHMO8 HEYKIIOHHO pacmem, Kak u ux crioxHocmb. OOHaKo ¢ MmMOYKU 3peHUs
paccriedogaHusi U peasuposaHusi 8ce OHU OenaAmcsi Ha mpu Kameaopuu: UHMEPECHbIE,
cpedHecmamucmu4yeckue U cKy4Hble. [leped kakumu uHyuGeHmamu Hauje ecezao nacyem busHec u
rnoyemy? Bbiearom riu APT-amaku cKy4HbiMu? Kmo cmoum 3a makumu amakamu U HaCKOJIbKO CITOXHO
(Gopoeo) ux opeaHuzoeamb? Kak 3a nocrnedHue 200-rnoamopa U3MEeHUIUCh, amaku Ha op2aHu3dayuu
PasUYHbIX CEKMOPO08 3KOHOMUKU? MOXHO 51U mpomueocmosimb amakam, Komopble Mbl cHumaem
UHMepecHbIMUu? Cmoum nu mpamumb 8peMsi U pecypcbl Ha rpomuegodelicmaue npUMUMmMUHbIM U
CKy4YHbIM? K yemy cmoum noGzomosumascs yxe celudac?

Cnivkep:
Anekcen HoBukoB, [lupekTop akcnepTHoro ueHTpa 6esonacHocTtu, Positive Technologies

17:30-18:00 TemaTtnyeckas ceccus
3an 2 Predicating the unpredictable: a look into 2019 cyberthreat landscape
Mpenckasatb Henpeackasyemoe: B3rnsag Ha kmbepyrposbl-2019

Ckopocmb nipoucxodsuwux 8 kKubepmupe U3MEeHeHUU npakmu4ecKku He rno3eosissem desiame Mpo2HO3bI.
CrocobHb! nu mMbi delicmeumernibHO M0020mMo8UMbCS K 2psadyuum cobbimusm? He ece, HO MHO20€e
MOXHO y3Hamb, eCriu MOCMOSIHHO aHanusuposams KUbepyepo3sebl.

Cnukep:
DxoHaTtaH ®PuwbenH, (MaBa otaena TexHuyeckoro mapketuHra, Check Point

14:30-18:00 TemaTtnyeckas cekumst 4OKNaAoB MO HanpaBeHMIO
3an Amgbumeamp Disruptive technologies
MpopbIBHbIE TEXHOMOMMK

Ha cekyuu 6ydym obcyxx0ambcs nepcrieKmuebl pa3gumusi UHHOBAUUOHHbIX mexHonozaull 8 cgpepe
Kubepbe3ornacHocmu U 80MpOChI yKpernneHus compydHudecmea 6 Oerne npomugodelicmeusi

Kubepyepo3sam.
14:30-15:00 Tematunyeckas ceccud
3an Amgpbumeamp Future vehicular mobility transition and its impacts on cybersecurity

TpaHcnopT GyayLLero 1 ero BrvsiH1e Ha kKnbepGe3onacHOCTb

C momeHma 8HeOpeHUs] MEXHOSI02UU asmMOHOMHO20 80X0eHUs1 sorpocaMm KubepbesonacHocmu
yoensnock mano eHumaHusi. O0Hako npobriemsi 8 amol cghepe Mo2ym HaHecmu yu,epb bpeHd0am unu
daxe cmamb npuyuHoU eubenu naccaxupos, a credosameribHO, odopeamb dosepue
obwecmeeHHocmu K 6ydyujum KoHuenuyusm moburbHocmu. [locmeneHHO uHOycmpusi HavyuHaem
8HeOPsSIMb yAyqWeHUsl, 0COBeHHO Moc/e moe2o, Kak Xakepbl 8 rnopsioke OeMoHcmpauyuu e3siomanu
nodkroyeHHble asmomoburiu Ha obwecmeeHHOM menesudeHuUU. Pykoeodcmeo asmoKOoHUepHOo8
00/KHO Hay4UmMbCs npu3Hasams rpobsieMb! U y4umbieams pUCKU 6e30rmacHocmu, 803HUKarouue Ha
nymu K ceemsomy b6ydyuwiemy.

Cnukep:
KnemeHc [laHHxenm, CEO, Objective Software

15:15-15:45 TemaTtunyeckas ceccus
3an Amgbumeamp Cybersecurity in digital chaos
KnbepbesonacHoOCTb B yCnoBusiX LdpoBOro xaoca
Cnivkep:
Cepren Jlebegb, PykoBoaunTenb cnyx6bl knbepbesonacHocTn, CoepbaHk
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16:00-16:30 TemaTtunyeckas ceccus
3an Amgoumeamp Cybersecurity in the era of mobility: protect business by protecting ourselves
KnbepbesonacHocTb B 3Moxy MOOUIBLHOCTU: 3alumLas cebs, 3awuaem omsHec

MobunsHocmbs — OOUH U3 KIHOYesbiX MpPeHO08 COBPeMeHHO020 Mupa: ydarneHHass paboma,
10CMOsIHHbIE NepemeueHUs], He0b6Xo00UMOCMb UCIMOIb308aMb Pa3siuyHble ycmpolicmea U nocmosiHHO
ux 0bHo8/1IMb, @ MaKxe MHO20e-MHO20€e Opy20e, YmOo 8bi3bieaem 20/108HY0 6071 y cOmpyOHUKOS,
omeemcmeeHHbIX 3a kubepbesonacHocmb. [lpu amom mMoObuneH He MOJbLKO U HEe CMOJSIbKO cam
4erio8eK, CKO/IbKO €20 «UUghposbie TUYHOCMU», KOMOPbIE MOXE HYXHO Kak-mo 3auuwams. Bce amo
3acmaeniiem  3a0ymambCsi O KOMIIIEKCHOM — 1odxode K kubep3awuweHHocmu  Yeriogeka.
CmaHdapmHble cpedcmea bosnbuwe He pabomatom — HY>KHO 4mo-mo HOBoe.

Cnivkep:
AHTOH OKOLWKUH, TexHuyeckmn gupektop, BI.ZONE

16:45-17:15 TemaTtnyeckas ceccus
3an Amgpbumeamp Machine learning on the other side of cybersecurity barricades
MawumnHHoe oby4eHne no apyryto cTopoHy 6appukan nHpopMaunoHHon 6e3onacHoCTH

Mawu+HHoe oby4eHue WUpPOKO rNpuMeHsiemcsi 8 mexHosio2usix rnpomugodelicmeusi Kubepamakam. Ho
4Ymo, ecriu 3710yMbILUIEHHUKU MOXe Ha4yHym ucronb3o0e8ams e2o? MeaH Hosukoe rpusedem ripumeps!
amak ¢ Ucrnornb308aHUeM MawUHHO20 0bYYeHUSs], @ makxke mexHUK 0BHapyXeHUsI HO8bIX ysizaumocmel
Ha ux ocHose.

Cnukep:
MUBaH HoBukoB, CEO, Wallarm

17:30-18:00 TemaTnyeckas ceccusi

3an Amgbumeamp The use of prognostic and statistical analysis methods for automating the processes of
predictive response to new cyberattack techniques

Vicnonb3oBaHne MeToOoB NPOrHOCTU4ECKOIo 1 CTaTUCTUYECKOro aHanm3a Ana asToMaTtusaunm
npoueccoB NPpeANKTUBHOIO pearmpoBaHna Ha HOBble TEXHUKU Kl/l6epaTaK

lMpoeHocmuyeckue cueHapuu kubepamak, OyOy4yu uUHMespupo8aHbl C OMOKaMU XypHarbHbIX
OaHHbIX, nocmynaruux ¢ pasHoobpasHbix cpedcme 3awumbi U |T-uHgbpacmpykmypbl 8 UesioMm,
rnoseonsom 3ghgekmueHoO Modenuposampe 8eKmopa amak U rnogedeHue 3/0yMbIleHHUKa. 3mo
daem 803MOXXHOCMb agmomMamu3uposams MPOUECC peacuposaHusi Ha UHUUOEHMbI 8 NPeOUKMUSHOM
pexume.

Cnukep:
Knpunn KepueH6aym, [lupektop no npogaxam, Symantec Russia

14:30-18:00 TemaTtunyeckasa cekumnsa JOKNagoB no HanpaseHNo
3an 1 Investments in cybersecurity
MHBecTnumm B kKnbepbesonacHoCTb
Ha cekyuu 6ydym obcyxdambcs 80Mpochl UHBECMUPOBaAHUSI 8 UHOycmpuro KubepbesonacHocmu, a
makxKe Kmo4esble Harnpas/ieHusi pazsumusi UHHosayul e 0aHHoU cgbepe.
14:30-15.00 TemaTnyeckas ceccus
3an 1 Investments - risk, return & impact
MHBeCcTUUMM: prCK, AOXOOHOCTb U BrMSTHUE

lMoyemy Mbl UHBECMUPYEM U COBEMYEM UHCMUMYUUOHANbHBIM U YaCMHbLIM YYPEXOEHUSIM, a makxe
npasumesibcmeam ekriadbisambcsi 8 kKubepbe3zonacHocmb? Kakoebl 8 3mom criydae pucku, omoaya
U 8fiusiHue Ha 0buwecmeso, SKOHOMUKY U Opyaue cghepbl XU3HU? Cmoum nu eoobuje uHeecmuposams
8 kubepbezonacHocmb ?

Cnivkep:
BeH BaHHepmku, YneH npasnenusi, InnMind
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15:15-15.45 TemaTtunyeckas ceccus
3an 1 Cybersecurity investment opportunities
VIHBECTULIMOHHBLIE BO3MOXHOCTM B 0b6nacTu knbepbezonacHocTu

nobanbHbIl pbiHOK UHeecmuyull 8 kKubepbesonacHocme pacmem bosnbwe, Yyem Ha 20% exe200Ho.
OOuH U3 aKmueHbIX y4acmHUKO8 3MO020 PbiHKa — UHHOBAUUOHHbIU yeHmp «Ckosikoeo». Bacunul
Bernos pacckaxem 06 0CHOBHbIX mpeHOax U 803MOXXHOCMSIX Oompacsu.

Cnivkep:
Bacunui Benos, NeHepanbHbii anpektop, Skolkovo Ventures

16:00-16:30 TemaTnyeckas ceccus

3an 1 Innopolis — special economic zone
MHHononunc — ocobas akoHOMMYeckas 30Ha
Cnivkep:

Bagnm TaneeB, 3amectuTenb reHepanbHOro AMPEKTOpa MO PasBUTUIO U B3aUMOOEUCTBUIO C
pesugeHTamu, MiHHononuc

16:45-17:15 TemaTnyeckasa ceccus
3an 1 Biometrics in cybersecurity as an investment opportunity
BVIOMeTpVIﬂ B KVI66‘p6830I'IaCHOCTVIZ OTKpbIBasd BO3MOXHOCTU OJ1A VIHBeCTI/ILl,VII7I

K 2022 rogy 70% KpynHbIX Npeanpusatuin 6yayT ncnonb3osBate GBMOMETPUYECKYIO ayTEHTUdMKaALWIO B
npoekTax no ynpasneHuo naeHtudpmkaumen mn goctynom (IAM). Hackonbko 6esonaceH aT0T MeTof,
CYLLECTBYIOT 1M PUCKM KOMNPOMETaLUMN BMOMETPUYECKUX [OAHHBIX U KaK 3TU PUCKA BIMSOT Ha
WHBECTMPOBaHME? BbITeCHUT 1nuM  OMOMETpUs  TPagWUMOHHbIE  TEXHOMOrMW, KOraa CTaHeT
HEOTbEMIEMON YacTbio knbepbesonacHocTu? Oner MeboB pacckaXkeT O KMYEBbIX MHHOBALMAX B
cpeactBax ayTeHTMdpukaumm, 06 obecrneyeHuu 3awuTbl  OT  KOMNPOMETAUMM W MOOMEHBI
OUMOMETPUYECKMX AAHHBbIX, a Takke O MNPUMEHEHWM aHanmM3a 3BYKOBbIX MOTOKOB AN 3aluThbl
NPOMBILLIIEHHBIX N MHAYCTPUArbHbIX 06EKTOB.

Cnukep:
Oner Nne6oB, [InpekTop Mo pa3suTiO MeXayHapoaHoro busHeca, LleHTp peyeBbix TexHONorum

18:00-22.00 Mpuem B Bonbwom TeaTpe (Mo npurnaweHUsaM)

21 vions 2019 roga, NnATHMLA

09:00-15:00 Peructpauus yyactHukos
09:30-10:30 [MaHenbHas guckyceus
Ban Amgpbumeamp Al technologies in cybersecurity

MprIMeHeHWe TEXHOMOMMI UCKYCCTBEHHOTO MHTENIIEKTa B kKubepbe3onacHoCTU
Mogepatop ceccum:
AnekcaHap BepnsxuH, MepBbiii 3aMecTuTens npeacenatens npaeneHns, Coepbark

Cnukepbl:

Iy Yy KnoHr, 3amectutens anpektopa, LieHTp no nHHoBaumsam, YHusepcutetr Manariv
Uropb JlanyHoB, Bue-npe3naeHT no nHgpopmaumoHHon 6esonacHocTn, PocTenekom
Cepreun FapuyeB, [NpopekTop no uccnenosaHusm n paspaborkam, MOTU

Anekcein _HatekuH, OcHoBaTenb OTKPbITOro coobLiecTBa mccnegoBateneit AaHHbx Poccumn, Open
Data Science

AuaeH Y, MNeHepanbHbI gupekTop, Huawei B Poccuu
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Cpuropun KabartaHckum, MNpodeccop, coBeTHUK pekTopa no Hayke, CKONMKOBCKUA UHCTUTYT HayKu n
TEXHOMNOrnM

Muxaunn MamoHoB, 3amecTuTeNb MUHUCTPA LMEPOBOro pasBuTHsi, CBA3U M MacCOBbIX KOMMYHUKaLWIA
Poccuiickon ®egepaunn

10:30-11:00 MepepbiB
11:00-12:00 BpudumHr
lpecc-3an Cyber Polygon — summarizing the results

Cyber Polygon: noaseneHve ntoros

BpugbuHe, nocesuwieHHbIU nodsedeHuUrd umozoe oHnalH-mpeHuHea Cyber Polygon u obcyxdeHuro
repcrekmus co8MecmHo20 PomMuU8OoCMOsIHUS Kubepyepo3am.

MogepaTop ceccum:

BpyHo Xanono, Nnmasa genaptameHTa knbepycronunsoctu LieHTpa knbepbesonacHocTn, BcemmpHbin
3KOHOMUYECKUIA hopym

Cnivkepsi:

CraHucnas Ky3HeuoB, 3amectutens npeaceaartens npasneHus, CoepbaHk
Omutpun Camapues, CEO, BI.ZONE

Xan6onat Hagbipos, NMpeacenatens npasneHus, TpaHCTeNekom

AnnaH__Canum__KabGaunoHr, [naeBa penaptameHTa kubepbe3onacHOCTM W  COMYTCTBYHOLLMX
TexHonorn, MUWHUCTEPCTBO MHMOPMALIMOHHBLIX TEXHOMOMMN U KOMMYyHuKauui  Pecnybnuku
dUNUNNUHBI

XaknuH KepHo, NMapTHep B cdepe knbepbesonacHocTn, Ernst & Young
Kpeur xoHc, [lnpekTop no paccrnegosaHuio kubepnpectynnexdunn, INTERPOL
AnekcaHap BapbiwHukoB, [upekTop no IT, Hoebii 6aHk pa3sutns BPUKC

12:00-12:30 MepepbiB
12:30-14:00 OcHoBHas nrieHapHas ceccusi
KoHepecc-3an Secure digital world - future or utopia?

BesonacHbii undposBor mup - ByayLiee unm ytonua?

Bom yxe Heckonbko cmonemuli y4eHble, rnucamenu u rofumuku chaHmasupyrom o 6ydywem
nnaHemsl. 3adasasicb 60rnpocoM, 4Ymo x06m Hac 6 arnoxy b6ecnpeuedeHmHo20 pacygema
mexHosozautl, 8 OessimHadyamom 8eKke 2080pusIU 0 MoOB8OOHbLIX JIOOKax U lemameribHbIX arrnapamax,
8 0saduamom — 06 aHmMpPONoMopgHbIX pobomax u KoroHu3auuu Oanekux nnaaHem. Ho wmbl,
ceudemernu amoeo bydyuwieao, sudum Hedymo 6onbuwee - 6eckpaliHuli Mup 4ugpo8bIx 803MOXHOCMEU,
cywecmeyrouwul napannesnbHo Mupy peanbHoMy. OH 803HUK HECKOSIbKO Oecsimunemull Hazad u
MorbKO HaYuHaem pa3susamsCsi - UMEHHO HaM rpedcmoum pewums, Kakum 6ydem amo passumue:
mpaHcrnapeHmHbIM U 6e30nacHbIM USU MOSHbIM YUPO8bIX y2po3.

Mogepatop ceccum:

Huk ToyuHr, Begoywmin BBC World News (1996-2014), ocHoBatenb u gupektop Thinking the
Unthinkable

Cnukepbl:
Fepmad ped, Mpe3naeHT, npeacenatens npasneHusi, CoepbaHk

Anouc LiBuHrrn, YneH npaBnenHus, pykosogutenb LleHTpa kubepbesonacHocTn, BcemupHbIn
9KOHOMUYECKUI hopyMm

Kanpar KenumbeTtoB, Ynpaensiowwmn, MexxayHapoaHbii oUHAHCOBbLIN LEHTP «AcTaHay

Makcum AkumoB, 3amecTutens npeacenatens MNMpasutenbcrtea Poccuiickon Penepaumm

AnbBupa HabuynnuHa, MNpeacenatens, LieHTpanbHein 6aHk Poccuiickon ®enepavim
18:00-24:00 Sberbank Night (no npurnaweHusam)
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